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_______ Mr. Chairman and Members of the Commission , it is certainly a privilege
for me to be with you this morning. I imagine that each of you appreciates

there is a certain sense of humor in my being at this table before you . Nor-

mally, in a fact—finding hearing of this kind I would be on the dais with you.

I must say that it is lonely down here, but I suspect that it is good for my

sense of humility and perspective .

My credentials for discussing securi ty and privacy wi th you this morning
include a lifetime career in computer technology , plus a personal and pr ofessional

concern since the early 60s about the impact of that technology . As you have

noted in your introduction , I was cha irman of the Secretary ’s Spec ial Adv isory
Committee on Automated Personal Data Systems, which , as you know , produced the

definitive report , “Records , Compu ters and the Righ ts of Ci tizens”; and 1 am
presently a member and Vice—Chairman of the Privacy Protection Study Commission .
However , I do wish to make clear tha t I am expressing my personal views and
convictions this morning. I am not speaking for the Commission nor am I ex-

pressing any position for the Corporation for which I happen to work.

From my discussion with your staff of what I might contribute to you , it
was fel t tha t an expository trea tmen t of pr ivacy and security matters would be
helpful in your grappling with these fundamental aspects of EFT systems . So I

would like to share with you my insights and personal convictions on such matters.
What I would like to do is provide you with a broad framework and arguments

that surround the two issues. With the time limitation, I will have to make

some of my points as simple asser tions and will no t ~e able to defend them with
a carefully detailed line of reasoning. I have supplied your staf f  wi th two

*
papers which 1 intended only as background and no t as a substitute for  my remarks

this morning. I have not had time to send you wr itten ma terial , bu t I will pro-

vide it.

*P_5684 Privacy and Security Issues in Information Systems. The Rand
Corpora tion , July 1976.

• P—5685, Privacy Issues and the Private Sector , The Rand Corporation ,
July 1976.

The testimony before the Commission was given on October 27 , 1976.
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First of all, I think it is very important for your Commission to appre-

c iate the time scale in which you should be examining the EFT matter. Until

you finish your job and until your recommendations find their way into legis-

lation or regulations or other actions, it will be three , perhaps as long as
five years from now. If it turns out that our perception is somewhat deficient

and that whatever legislation we put in place has shortcomings , it will be a

few more years until such deficiencies appear and until we achieve remedial steps.

I will argue that the time period on which your concern should be focused is

roughly 4 to 8 years——perhaps 5 to 10——from now. While you must address the

problems of tomorrow, there is a more serious set of the future that you must

not overlook.

First , let me observe that the phrase ~‘EFT system’s is ailill—defined one.

There are many such already in existence,~ a few of which you know include the

~ 
automated clearing house , the cash terminal , and the point of sale terminal.

• Descriptive billing isa form of an EFT system ; the national networks that are
• t ~ *operated by organizations such as NBI are EFT systems. Each deals with payment

exchange and therefore, funds exchange in one way or another ; ‘bach represents

an implementation that depends very critically on electronics and computer techr

nology. In the broad sense, EFT systems are here now. Nonetheless, I would

rather address my conunents to what one might call, ‘~the fully developed environment
4

in which the merchant and his bank plus the customer and his bank are electron-

ically linked to complete a transaction. Systems of this kind are just beginning

to appear , but ~~~~ will4ncreasingly become more important/ ~~ ~~~ ‘ C~_ 
‘(

The next order of business is to deal with three terms:~ confidentiality,

security, and privacy.—~ I will give you my best perception of the way the words

are presently used and what they presen tly connote. Confidentiality is a status

accorded to data or to information indicating that it is sensitive for some rea-

son, and that it has to be both protected and controlled in dissemination . While

there is an implication of control , there is not usually an iron clad agreemen t

of control; there is an expectation on the part of the data subject that conf 1—

O dentia], material will be limited in its dissemination and used for stated pur—

poses; sometimes there is a legal umbrella.

Security——and I am really addressing the term in the context of computer

based systems——is the totality of safeguards required to do three things: first ,

*National Bank knericard , Inc.
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to protect computer based systems including its physical hardware, its personnel

and its data against deliberate or accidental damage from some def ined threat——

a fire—bombed computer room is a major loss; second , to protect a system against

denial of use by its rig~htful owners——one would not want the Fed—Wire or any

automated clearing house to be captured by a dissident group and held hostage

for a week or so; and third, to protect the data and the capabilities of the

system against divulgence to or use by unauthorized persons——a stolen teller ’s

manual could allow someone to browse through account records at an unattended

terminal. Security is a protection concept , but please note that a part of

security safeguards is the aspect of protecting against divulgence to unauthor-

ized people as well as assuring divulgence only to authorized recipients.

Finally, privacy——a troublesome term because it is broad in scope. In the

informational sense, which is really what we’re all concerned about, privacy

is the social expectation that an individual must be able to determine to what

extent information about himself is communicated to or used by others; secondly,

the social expectation that an individual will be protected against harm that

might occur because of the information held about him in some record system;

and third , the expectation that the individual will be protected against unwel-

come or intrusive collection. For our purposes in this hearing, the third aspect

is a minor one; the first two are the important ones. Thus, while security is

largely a procedural and administrative matter implemented and supported , when

necessary, by legislative or administrative arrangements.

The obvious problem in EFT systems is the unauthorized use of information

by authorized recipients or by organizations holding it. and of course, that is

the nub of the privacy concern. ‘To the extent that existing legislation deals

with privacy, it attempts to set norms for proper usage of information .” The

individual has an obvious stake in unauthorized use because it is there that he

expects to exert his control over information about himself.

Now I would like to develop security and privacy as concepts. Depository

and lending institutions certainly understand security in a classical sense in

terms of locks, vaults, cameras, guards or alarms. Such precautions have evolved

as a threat materialized; I doubt if your industry has ever done a system—wide

threat analysis plus a conscious design of safeguards to counter the threat.

Rather , protective mechanisms tend to be created and invented as the need war—

rants. I make this point because by contrast, an EFT system will be designed ,

~~T — - -~~~1~ ~~~~~~~~~ -
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and will be implemented and installed as a system . It is quite unlike your

conventional experience and the traditional way in which the financial industry

has looked at security matters. I will argue tnat the organizations to be

involved with the creation of any EFT system will have to decide what the threat

against it is, and will have to very consciously select and implement the safe—

guards to counter the threat.

There are other important differences; let me use the bank vault as an

example . The vault industry has implicitly estimated what the threat against

a container is because the vaul t industry has decided on the wall thickness ,
on the kind of lock , and on the metallurgy of the steel. In terms of such

decisions , it really has de term ined wha t the antic ipa ted threa t is. In fac t ,

by testing, the bank vault industry can certify that a given container will with-

stand certain threats. As we all know though , vaul ts are breached either by cir-
cumventing the safeguards or subjecting them to a threat greater than the a priori

perceived one. I make the point because in contrast , the computer industry simply

does not have the long experience of the vault and safe manufacturers. The corn—

puter industry cannot deliver hardware and software systems that are certified

against certain levels of attack. The industry is very much on the learning

curve; but , there is a very broad and increasingly comprehensive set of saf e—

guards that it can provide. In the end it becomes the responsibility of a

depository—lending institution to perceive the threat against an EFT system

and to select from the safeguards tha t the compu ter industry can g~ve , the appro-

priate ones to array against the threat .

I would like to make a different point again on the security matter. A

vault is in one place physically and it is under the control of a limited number

of people . As we all know by now, any computerized system has tentacles through-

out an organization . As EFT systems enlarge and expand , they will include remote
terminals that are quite outside the control and surveillance of the institution ’s

employees; the exposure of the system to outside people——the world——is higher .

Fur thermore , a subs tantial par t of the threa t against any au tomated system comes
from the people within it; corresponding safeguards, of course , must be provided

against them.

A final perspective on security . The technology that makes vaults strong——

silent locks , tough steel , intricate alarms——is different from the technology

~~~ ::I ‘ .~~~i~~~1T i’:~”~~~~~~~~.:i 
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used to penetrate them——dynamite , p lastic explosives, cutting torches, electron ic

snoopers , muscle power; in contrast, computer technology is on both sides of the

fence. On one hand the computer is the device used to implement an EFT system

or an automated management system, but another computer——even of the same kind——

can also be used as a tool to attack the first. What is worse, the very oper ational

capabilities that an organization will want in its system can be exploited by knowl-

edgeable people to attack the system; for example, persistent probing might reveal
functional anomalies that can be exploited by software changes surreptitiously

made. In a real way, the computer with its capabilities can be turned against

itself. I have made these points f or perspective and to highlight the awareness

that the classical and traditional view of how to do security must be thoroughly

reconsidered in a computer era.

An aspect of security safeguards worth highlighting is that of auditing——a

concep t long familiar to the financial community. Traditionally , audi ts occur
at periodic calendar intervals and depend on the availability of comprehensive

records for effectiveness. Any “game playing” that may have been undertaken to

probe the behavior of a manual system between audits will likely be undetected ,

even though knowledge of it could have suggested new precautions.

In an au tomated system, attempts to detect anomalous or exploitable aspects

of it can take place sporadically in very short time intervals for each trial.

It may well be that a system designed on the assumption that the operational

world will always behave benignly as expected and will not notice such events.

As par t of security safeguards , internal continuous automated audits must be

provided to detect and analyze attempts at penetration and unauthorized behavior

by users of the system. The entire process of auditing and how it is imple-

mented will need re—examination.

I will summarize the security issue in the following way. It is inevitable

that any depository—lending institution will have to provide security saf e—

guards. A management does not always notice that the computer system is as

valuable to the business as the contents of the vault; if the currency is wor th

the vaul t, then the computerized system is worth its protection too. Security

will have to be provided for your own assurance of performance and safety .

However , please note that s automated systems enlarge into fully developed

EFT ones, the security job will change; it will take on new and different
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d imens ions;  t h e  t h r e a t  w i l  I have  to  he r e e v a lu a t e d  and t h e  sa f e g u a r d s

resttu e or ’~~. I m p o r t a n t l y ,  the  e n tir e  concept  of a u d i t  ing  must he looked

at  anew. Wlii le no one w i l l  ;sr g i ie  t h a t  a b s o l u te  ~-u -cu r  t v  can he achieved ,

he apo i o p r t a t e  p o i n t  of v i e w  is t h a t  there  p r e s e n t l y e x i s ts  a very ex—

t~~i~c i v e  set  of sa f e g u a r d s  t h a t  can he employed aga ins t  t h r e a t s  which

can be d 1 i  m ed . i w o u l d  urge t ha t  when t h e  Commiss ion  has hear ings

-x c  I ft I t i y on the  s e c u r i t y  m a t t e r , you get  an : s p p r ~ ’ la t io n  from the  yen—

lors of what p r o t e c t i o n s  ar k  a v a i l ; i h l e  in ha rdware , so f tware , cotmii un ica—

t i to ; , etc. I would  e s p e c i a l l y  urge tha t  you get from the  vendors  an

u n d er s t a ; I ing  of how such protections can fail. Furthermore , someone

oug ht to  d -cc  r i b e  t i ; i ’  k i n d  of t h r e a t  tha t  can be and has been mounted

in s t  c :;p it er ize d  syst ems . From such discussions , von can hav e an

awareness o~ what. th~ presen t  state of the whole m a t t e r  is.

Turn “~~ to privacy wi th its two aspects of concern : ho ld ing  the

i n d iv i d i a l  ~af e f r om harm because of information about him in some

r~- -ord svst ’r , and g iving him some measure of control over use of his

informa tion. To phrase it differentl y , t.Isi citizen wishes to be sure

i t  d e c i s i o ns  made ab ou t him are fair ones and he wants informat ion

about h im used or pu rp su” fo r  which it was co l l e c t  i ’d——he doesn ’ t wan t

it used or p u r p o s es  to which he may o b j e c t .  As a social  issue , i n f c r —

m a t  n e i l  p r i v a c y  has ar i sen  be~’aus ’ modern public and p r i v a t e  i nst i t u -

t ions Ini- vi fa h l v r equ i re  much i n f o r m a t i o n  to c o n d u c t  t he i r  b u s i ne s s , and

to run a l a rge  countr y whose peop le  lead vi ’rv  comp lex l1ve~~. It has

been d i s c o ver e d  t h a t  i n f o r m a t i o n  is  a v a l u a b l e  c om m o d i t y  in a very real

i’nse , and so organIzat ions have f a l l e n  i n t o  t h • - h ab i t  of using i t  f o r

a wide  var l et  v of pu rpose s , among o the r - - , i i  ex c h an g i n g  i t  w i t h  o ther
i n s t i t u t i o n s  — — a l l  of it ou t  of s i c l i t  to t he  d a t a  subjec t in q ue s t i o n .
Many such uses , of course , are peri ectlv leg l t l m ~’it s  au t i s o c i a l l y  ac-

c e p t a b l e .  M an y  are onerous and d i s t a s t e f u l  wb n t’xcosed to p i ih l  Ic view~
the re - i r e  many in the  grey area , not whol ly  c a ’p l . le  s o c ’i a l lv  bu t ,

cs ’verthelpss , f u l f i l l i n g  in some people ’s mind s a des irable purpose.

T o  me , privacy is an effort on the part of t h e  c o u n t r\ ’  t o  seek

a proper balance point between the genuine needs of an orcrln ization for

i n f u r m at i o n  and the individual ’s concern for what is done with i~~.
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Privacy is not concealing one’s financial matters from a spouse; nor is

it being annoyed if someone sits beside you in the airplane; nor is it

resen ting an intrusion into one ’s solitude. Rather, privacy reflects the

emerging social expectation that information about one’s self will be
used——and I emphasize used——in ways that are socially acceptable, that

are fair to the individual and tha t are cons tra ined and con trolled by

law when necessary.

In the context of EFT systems, the personal information in ques tion

is the bank record. While I suspect that a detailed resolution may not

yet have occurred , I would anticipate that the information captured by an EFT

system would be construed as a bank record. I would note parenthetically

that if the Bank Secrecy Act has caused your institutions to have cellars
f ull of microfilm, in an EFT area it will cause your institutions to have

warehouses full of magnetic tape. The usual bank record includes such

things as amount on deposi t, da tes of deposit, da tes on which checks were
wr itten or perhaps cleared , and payors of checks , bu t an EFT system will
capture additional information. I remind you though that I am speaking

of a ful ly developed environment in which merchant, customer and two
banks are linked ; I am not speaking of today’s limited EFT environment.

Among the extra things collected are the place, and the merchant name.

If the “merchant” happens to be a large department store, it is likely
to include the department name, and by inference, If not explicitly,
one can know what has been purchased. A good system designer will almost

surely record the date and time of each transaction so that the system

can be audited and mistakes dealt with.

In a collective way, an EFT system can reveal a pattern of move-

ment in a day, a pa ttern of purchases, habits of expenditure, preferred

produc ts or merchants, preferred charitable or relig ious causes, travel

habi ts, or even transactions that members of a family are trying to
conceal from one another. By virtue of the service that it provides,

an EFT system inevitably and automatically captures much more informa—

tion about an individual’s daily affairs. I ask: what is to be the

legal status of such a comprehensive record? Is it to
0 
be held in con—

fidence and access to it legally controlled? Or will it be allowed to

I ~~~~~
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become a body of v a l u a b l e  i n f o r m a t i o n  about i nd iv idua l s  tha t  is open to

browsing  by in t er e st e d  or cur ious  agencies of government?  I mean that

comment  for fed r a l , s t a t e  and local level. W i l l  it be open to  p r iva te  or—

,,iu i s,1 i t ; - - ; or se le c tiv e  p roduc t  so l i c i t a t i on, debt collection or p o l i t i c a l

Ii , it tcsment ’.’ Iuit ’r ’stingly, the EFT community does not stand alone. An airline

r e s e r v a t i o n  sy st e m  or a lodging reserva t ion  system or even a credit  card system

e , I p t u r & - ; ;  in l - r’na t ion - u l u t  t h e  i n d i v i d u a l  by v i r tue  of the service that  each

gives , hut an EFT system is unique in that  it w i l l  have the most comp lete p ic-

tu re  of an indi v idual ’ s life a f f a i r s .  There fo re , it is important  to rea l ize

tha t  EFT records w i l l  inev i tab ly  become an attractive target of in teres t  fo r

exp l o i t a t i o n  by o r g a n i z a t i o n s  of many k i n d s — — p u b l i c  and pr iva te .

l e t  me put  th is  in a d i f f e r e n t  way. Take yourself  aside from your

posi t ions  here t h i s  morning as members of a Commiss ion or as members of the

depos i to ry—lend ing  i n d u s t r y .  Think of y o u r s e l f  as a member of society con-

duct ing  your f i n a n c i al  t r a n s a c t i o n s  on a d a i l y basis  in a fu l ly  developed EFT

envi ronment .  Ask y o u r s e l f — — a s  I ask m y s e l f :  Do you want access to such com-

prehensive personal information controlled or freely available f or brows ing ?
Do you have a persona l expectation that such records will be used only for

financial matters and not f~~c exploitation in any manner of ways? Do you want

t vi’r nment agencies— —and I would especially note law enforcement or tax author-

ities——to have unconstrained ac ’ess to such records? To have access not because

you ire su ;-~ ph -  t of a crime , but because your record happens to be one of a group

th~~ is being fished with the expectation of finding a clue to a crime that may

have been committed or to some tax fraud that may have been perpetrated? Would

you rather have some legal control so that access to your record is available

only where there is a reasonable presumption tha t you have done wrong and the

presumption has been argued before a judicial review before permitting access?

No matter how good security safeguards are, they will not be perfect.

So I ask: Do you as an individual want to accept the risk that a dishonest or

unscrupulous employee of a depository—lending institution will have access to

and use in format ion  about some IndIvidual for a pu rpose of the emp loyee ’s own?

Are you as an individual really willing to take the risk that a comprehensive

i n f o r ma t i o n  system such as an EFTS can function with only the good will  and

poc ’d in ten t ions  of vested organizations to keep its behavior socially ac—

- ‘p t a h l e ?  Such are some of the questions tha t one has to struggle with in
perceiving the privacy implications of an EFT world .
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Now I would like to give an overall summary as follows. First, there are

no essential technological obstructions to the forward progress of EFT systems;

there Is ample technology now available to do anything that an organi zation

wishes to do, f i nds economically viable to do and is willing to pay for. More-

over , technology Is advanc ing very fast. Second, EFT systems by their very

nature will tend to capture more information than present automated versions

do , which in turn capture more information than previous manual ones did . Third ,

an EFT system will create an information base that is bound to be of broad in-

terest to other organizations. Fourth, things that have been hard to do will

become easy. Manually it’s diff icult to f ind one record among hundreds of

thousands , but in a computerized environment it is easy to selec t and find

one record among hundreds of thousand s or millions. F i f th , in regard to security ,

you will have to provide safeguards in your own interest as institutions——fraud ,

embezzlement and theft are real threats. Sixth, since EFT systems must deal

with errors and mistakes, extensive means to monitor and audit them must be

provided . Auditing, while a familiar function to financial institutions, will

take on dramatically new dimensions in an EFT circumstance where records reside

only in computers , some data may be t ransient and not permanently retained , and

opportunities to tamper with the system are radically dif fe ren t .  Finally, the

social expectation now is that information about a person will be used in his

best interest, will be used to make fair determinations about him, and will be
used in ways that the ind vidual and society collectively agree are acceptable.

I hope that I have been able to present the case for privacy and

security convincingly. I tend to get wound up on this subject; but , if I

have overreached my argumen t, I hope that I have not turned vr’-. ~,ff because

I was turned on. From my perspective, I would not want you , a national Corn—

mission, to have a head—in—the—sand perspective, nor to delibera tely elect to

ignore the issues; I would regard that as a dereliction of your collective

obligation to p lan for and protect the future.  If you are not coavinced that

privacy and security are crucial matter, it is my fault. If you ’re not con-

vinced , I have not been able to provide you with sufficiently strong arguments,

nor have I found a way to reach the responsive nerve. To guard against that

possibility, I would leave you the standing option for me to provide additional

material, written or verbal , and to work with your staff so that you will come

• to understand——as I have——the importance of privacy and the underlying technical
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issue of security. I do appreciate the opportunity to have been invited to

testify before you this morning; I will be glad to answer any questions that

you may wish to ask.
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